CAS API

Testing with Postman and cURL

You can test the CAS APl using Postman or cURL. You must have an active CAS API account first before testing.

Also, note that the screenshots included may differ from your view. If you have any questions about using
Postman and cURL, contact those companies directly.
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Postman

Postman is a free API testing tool; click here to download it. Also, refer to Postman's Learning Center for any
guestions on how to use their software.

Generate an Identity Token

1. Specify the HTTP method and endpoint.
a. Create a new request.
b. Select POST from the HTTP Method drop-down.
c. Enter the endpoint URL.

5 MyWorkspace v &, Invite

PosT htpssiapl laisonedu.comivifa @
hittps:/fapl llalsonedu. comivi fauth/token
- -,

POST v hirpsyiapl liasonedu.comiv fauth/token

You haven't sent any
requests ®

Select “POST" Add the Token

endpoint as shown

2. Addyour API key.
a. Click the Headers tab.
b. Enter x-api-key under the KEY column.
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c. Enteryour APl key.

28 MyWorkspace ~ & Invite

*o3T hOpss/fapliissoneducomiviia

https://apliialsonedu.comivi/auth/token Select

“Headers”
POST *  hitpstiapi sisonedu.comivy

You haven't sent any
requests @
KEY VALUE

¥-aphkey PalAUTHFTE

Add the key

Type “x-api-key” Vil

3. Add your credentials to call the Token API.
a. Click the Body tab.
b. Click the raw subtab.
c. Enter your user name and password in JSON format.

L Posiman

28 MyWorkspace ~  Z, Invite

PosT hitpsifapl Babonedu comivlfa @
e - httpsfaplilalsonedu.comiv fauth/token Select “Body”
elec] Oay

POST - hitps//apl Ralsonedu.comAr fauth/uoke,

You haven't sent any s “ "
Bady s elect “raw
e -

none form-data wwww-form-urlencoded | @ raw binary

l:
“UserName" : "I
"Possword”: "1

}
Add your

usermname and

password in JSON
format

4. Send the request.
a. Click Send. If the request is successful, the identity token is returned in the response.
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b. Save the token string to a text editor. You'll use this token in the next procedure.

28 MyWorkspace ~  J, Invite O L4

No Ermvironment
pliabonedu comivt/a @

hitps//api Ralsonedu comA fauth/token

The token is
returned in the
response

rE3ZT N2 tpFPgrwl 5G0mGBcTzbeRUC] G5 IQXES:
it TRNES

)
WNZRY sUMCop: i 3 IN_1PHENk_d9ZfE

Call an API Endpoint

1. Addthe HTTP method and endpoint.
a. Create a new request.
b. Select GET from the HTTP method drop-down.
c. Enter the APl endpoint.

& a Fosiman

My Workspace ~ &, Invite & £ 8

Mo Environrent
hittpsifaplialsonedy.comvap @

httpe://aplilaizonedu.comivi /applicationFarma/6455/arganizations/5743/programs
-

https=//aplRaisonedu.comivi/applicationForms/6455/organizations/5743/programs|

You haven't sent any
DESCRIPTION

Add the API
endpoint
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2. Addthe APl key.

a. Click the Headers tab.
b. Enter x-api-key under the KEY column.

c. Enteryour APl key.

You haven't sent any
requests @

3. Add the Identity Token.

Postman
55 MyWorkspace » &, Invite
No Ervironment
PzpaapLilalsonacy.comAniap ©

hittps://aplilalsonedu.comivifapplicationFe, g7 A3/programs

hitpszfapiRaisonedu.comAn § Erganizations/S743/programs

WEY VALUE

-aphkey Pal AUTHFToas4Uign}ogg7dgDas0HvGDSEAY. .

Add the key
value

Type “x-api-key”

a. Click the Headers tab.
b. Enter Authorization under the KEY column.
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c. Enter your Identity Token.

MyWorkspace » 2, Invite

hetps:ifapl lalsonedu.coma iap &

https//aplliaisonedu.comivi/applicationForms/6455/organizations/5743/programs

-
GET itps/fap Raksonedu.comi AapplcationFarms/B455
You haven't sent any eair
requests @ =

Y VALUE DESCRPTION

seapley
Authorization

PatAuTHFToas4Llign}9ga7 dgDasOHVDE6A)
eyraWQIOI4ZEFPZIRUTHIUAGIZ2SrWTIMG...

Type Add the
“Authorization” Identity Token

4. Send the Request.
a. Click Send.
b. Confirm that the APl response is returned.

MyWorkspace ~ 2, Invite

No Environmant
hetps:tiapl lalsonedu comiliap @ eee
History

hatps/iapl lisisoneducomAn fapplcationForms/b455/arganizations/S 74/ programs

Haaders

KrY VALUE DESCRIFTION

seapikey
Authorization

PalAUTHFToas4Ulignj9ggTdgDas0Hvg D564

ey)raW QIO ZEFPZ2RUTHILGGIZE2srWTIMA.

AP| response
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cURL

cURL is a free command-line tool for transferring data using various protocols and is available for Windows and
Mac OS. To download and learn more about cURL, click here. If you have access to a bash shell, you can also try
#curl --help.

Generate an Identity Token
The basic form of the cURL command to generate an identity token is:
curl \
--header "x-api-key:[your_api_key]" \
--request POST \
--data '{"UserName":"[your_username]","Password":"[your_password]"}' \

https://api.liaisonedu.com/v1/auth/token

curl --header "x-api-key:PalAuTHFToas4Uignj10gg7dgDbSOHvqR564YJeh4" --request POST --data
{"UserName":"testuser","Password":"abcde123"} https://api.liaisonedu.com/v1/auth/token

If successful, this command returns two strings: “Token” and “RefreshToken.” You'll use the “Token” string in
the following call.

Call an API Endpoint
The basic form of the cURL command to call an APl endpoint is:
curl \

--header "x-api-key:[your_key]" \

--header "Authorization:[your_identity _token]"\

[endpoint_URL]

curl --header "x-api-key:PalAuTHFToas4Uignj9gg7dgDaS0HvgD564Y]ys6" --

header "Authorization:eyJraWQiOiJ4ZEFPZ2RuTHIUdG9Zc2srWTIMdWxIbEwzY1czb3hKaytpT3Jqd083aUJjPSIsImF
sZyl6lIlJTMjU2In0.ey)zdWIiOilyNzc1ZDU4MilhOGYOLTRIMTYtYWEWNC1hYzkyMzEzZNWNmMNTAILCJjb2duaXRvOm
dyb3Vwcyl6WyJHUIBFQUNDRVNTX0hUVFBfROVUIIOsImMN1c3RvbTpVUOVSX0xFVkVMIjoiaW5zdGFuY2UiLClpc3Mi
OiJodHRwczpcL1wvY29nbmlOby1lpZHAudXMtZWFzdCOxLmFtYXpvbmF3cy5jb21cL3VzLWVhc3QtMV92TFNoZzBm
VWeciLCljb2duaXRvOnVzZXJuYW1lljoiUUFUZXNOVXNIcilsimN1c3RvbTpGSUxURVIiOiJDQOdJIiwiYXVkljoiNDdvM2N
qdWNmMN2ZyZ2tjZDIvODNsODVxM;jliLCJjdXNOb206Rk9STVIJRCI6IYONTUILCIIdmVudF9pZCl6ImZjZJEIMGIWLTEZz
NTItMTFIOSOSMWIJjLTNmMYjQ3YTFiZDQwWNCIsImN1c3RvbTpDVVNUTO1FUI9JRCIGIIRFU1QILCIOb2tIbI91c2UiOilpZC
IsSImF1dGhfdGItZSI6MTUONjk10DI3NiwiZXhwljoxNTQ20TYXxODc2LClpYXQiOjELINDY5NTgyNzYsImVtYWIsljoidGVz
dGNhc3FhOTA2QG1haWxpbmF0b31uY29tIn0.ZA9UooWR6suUynBIKQrsaC2yv7z-gmnaF4jdjl81IBJW3A4hdeZXfSZf
vO9vTtOH7_M49JOGDIj3-gLLWhQHHO1-gBTcB5DMp8_zHME3YN2MAjdaxsXfWDvfXHNUOceTAhEYwN8MxqO5LO0
7awzNHYIXL7JBUMLtSKG7ouZLH2PEoYyxOgyQ_TD2BDBiF3nT94jN-tY98fWtjnYO36KgFdmDNjMi-1RIcPol3ziBxQxb
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Vc-PEzx4fsQ55CyWRONpgnICv7zFxJ1zdOUq50Qv3Fn2WuHWV0Z5QnuTUipf7pgfwVvkf3JDIPLIMp6bRIIDHhp989
gXOZwYAIBcFvz1Byg" https://api.liaisonedu.com/v1/applicationForms/6455/organizations/5743/programs
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